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,QWURGXFWLRQ
:LWKWKHJURZLQJFDSDELOLW\H[SHUWLVHDQGLQWHQWRIDGYDQFHGF\EHUDGYHUVDULHVLWLVQRORQJHUUHDOLVWLFWRDVVXPH
WKDW RQH FDQ VXFFHVVIXOO\ NHHS DOO DGYHUVDULHV RXW RI D V\VWHP LQIUDVWUXFWXUH7KHUHIRUH DUFKLWHFWXUH DQG V\VWHPV
HQJLQHHULQJPXVWEHEDVHGRQWKHDVVXPSWLRQWKDWV\VWHPVRUFRPSRQHQWVKDYHEHHQRUFDQEHFRPSURPLVHGDQGWKDW
PLVVLRQV DQG EXVLQHVV IXQFWLRQV PXVW FRQWLQXH WR RSHUDWH LQ WKH SUHVHQFH RI FRPSURPLVH  &\EHU UHVLOLHQF\
DVVHVVPHQWVDUHLQWHQGHGWRLGHQWLI\ZKHUHKRZDQGZKHQF\EHUUHVLOLHQF\WHFKQLTXHVFDQEHDSSOLHGWRLPSURYH
DUFKLWHFWXUDOUHVLOLHQF\DJDLQVWDGYDQFHGF\EHUWKUHDWV7KH&\EHU5HVLOLHQF\(QJLQHHULQJ)UDPHZRUNDVLOOXVWUDWHG
LQ)LJXUHDQGGHVFULEHGLQPRUHGHWDLOLQWKH$SSHQGL[SURYLGHVDZD\WRXQGHUVWDQGJRDOVDQGREMHFWLYHVEDVHGRQ
WKLVDVVXPSWLRQRIFRPSURPLVHDQG WKH WHFKQLTXHV DVGHILQHG LQ7DEOHEHORZ WKDWFDQEHDSSOLHG WR LPSURYH
PLVVLRQUHVLOLHQFHDJDLQVWDGYDQFHGF\EHUWKUHDWV


)LJXUH&\EHU5HVLOLHQF\(QJLQHHULQJ)UDPHZRUN
+RZHYHUGXHWRDYDULHW\RISROLWLFDORSHUDWLRQDOHFRQRPLFDQGWHFKQLFDO32(7IDFWRUVLWLVQRWIHDVLEOHIRU
RUJDQL]DWLRQV WR XVH DOO UHVLOLHQF\ WHFKQLTXHV RU WKH JURZLQJ VHW RI WHFKQRORJLHV WKDW LPSOHPHQW DVSHFWV RI WKH
WHFKQLTXHV)RUDGHWDLOHGVXUYH\RIWHFKQRORJLHVDVZHOODVGLVFXVVLRQRI32(7IDFWRUVVHH,WLVDOVRQRWIHDVLEOH
WRDSSO\DQ\UHVLOLHQF\WHFKQLTXHSHUYDVLYHO\EHFDXVHLPSOHPHQWDWLRQVRIF\EHUUHVLOLHQF\WHFKQLTXHVYDU\LQPDWXULW\
DFURVVGLIIHUHQWDUFKLWHFWXUDOOD\HUVDQGEHFDXVHVRPHLPSOHPHQWDWLRQVDUHLQWHQGHGWREHXVHGRQO\LQVWUDWHJLFDOO\
FKRVHQORFDWLRQVLQDV\VWHPFRPPRQLQIUDVWUXFWXUHRU6\VWHPRI6\VWHPV6R67KXVDVWUXFWXUHGDSSURDFKWR
LGHQWLI\LQJSRVVLEOHLPSURYHPHQWVLVQHHGHG7KHIROORZLQJWKUHHVWHSVDUHXVHGWRDVVHVVWKHF\EHUUHVLOLHQF\RID
V\VWHPRUDUFKLWHFWXUHGHWHUPLQHWKHVFRSHRIDQGSUHSDUHIRUWKHDVVHVVPHQWDVVHVVWKHDUFKLWHFWXUHDQG
GHYHORSVSHFLILFUHFRPPHQGDWLRQV
,IWKHDSSURDFKLVDSSOLHGWRDQRSHUDWLRQDORUDVLVDUFKLWHFWXUHWKHHPSKDVLVPD\EHRQ³ORZKDQJLQJIUXLW´RU
RSSRUWXQLWLHVIRUQHDUWHUPDQGKLJKOHYHUDJHLPSURYHPHQWVXVLQJDIHZF\EHUUHVLOLHQF\WHFKQLTXHV$VHWRIJHQHUDO
UHFRPPHQGDWLRQVSURYLGHVDVWDUWLQJSRLQWIRULGHQWLI\LQJVXFKRSSRUWXQLWLHV,IWKHDSSURDFKLVDSSOLHGWRDQRWLRQDO
RU WREH DUFKLWHFWXUH WKH DVVHVVPHQWPD\ ORRN DW WKH IXOO VHW RI F\EHU UHVLOLHQF\ WHFKQLTXHV DQG DW HQVXULQJ WKDW
SRVVLEOHVROXWLRQVLQWKHPLGDQGORQJWHUPFDQEHLQWHJUDWHGLQWRWKHDUFKLWHFWXUH
'HWHUPLQHWKH6FRSHDQG3ODQIRUWKH$VVHVVPHQW
3ODQQLQJ DQ DVVHVVPHQW LQYROYHV GHWHUPLQLQJ WKH SXUSRVH DQG VFRSH RI DQ DVVHVVPHQW DQG LGHQWLI\LQJ NH\
VWDNHKROGHUVDQGVRXUFHVRILQIRUPDWLRQ
7KHSXUSRVHRIDQDVVHVVPHQWLVGHILQHGE\WKHTXHVWLRQVLWLVLQWHQGHGWRDQVZHUDQGWKHGHFLVLRQVLWLVLQWHQGHGWR
VXSSRUW 7KHVH VKRXOG LQLWLDOO\ EH H[SUHVVHG LQ VWDNHKROGHU WHUPV UDWKHU WKDQ UHVLOLHQF\ WHUPV WKH\ FDQ WKHQ EH
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WUDQVODWHGLQWRWKHF\EHUUHVLOLHQF\IUDPHZRUNWHUPLQRORJ\'HSHQGLQJRQWKHSXUSRVHWKHDVVHVVPHQWFDQSURGXFH
TXDOLWDWLYHDVVHVVPHQWYDOXHVIRUREMHFWLYHVVXEREMHFWLYHVDQGWHFKQLTXHVRUFDQLGHQWLI\H[LVWLQJFDSDELOLWLHVIRU
DFKLHYLQJREMHFWLYHVDQGVXEREMHFWLYHVDQGSRWHQWLDOLPSURYHPHQWVEDVHGRQDSSO\LQJUHOHYDQWWHFKQLTXHV
7KHVFRSHRIDF\EHUUHVLOLHQF\DUFKLWHFWXUDODVVHVVPHQWFRQVLVWVRIERWKWKHDUFKLWHFWXUHWREHDVVHVVHGLQFOXGLQJ
DGHVFULSWLRQRI WKHPLVVLRQVDQGRUEXVLQHVVSURFHVVHVZKHQDSSURSULDWHDQG WKHF\EHU UHVLOLHQF\REMHFWLYHVDQG
WHFKQLTXHV WR EH FRQVLGHUHG 7KH VFRSH LV DOVR GHWHUPLQHG LQ SDUW E\ WKH DUFKLWHFWXUDO OD\HUV LQFOXGHG LQ WKH
DUFKLWHFWXUH)LQDOO\ WKHVFRSHGHSHQGVRQZKHWKHU WKHDUFKLWHFWXUH LVDVLVRU WREH)RUDQDVLVDUFKLWHFWXUH WKH
VFRSH PD\ EH OLPLWHG WR QHDUWHUP LPSURYHPHQWV HPSKDVL]LQJ HIIHFWLYH XVH RI H[LVWLQJ VHFXULW\ FDSDELOLWLHV WR
DQWLFLSDWHZLWKVWDQGDQGUHFRYHUIURPDWWDFNV)RUDWREHDUFKLWHFWXUHWKHVFRSHFDQLQFOXGHZD\VWKHDUFKLWHFWXUH
FDQEHGHILQHGWRHYROYHRYHUWLPHWROHYHUDJHWHFKQLTXHVWKDWDUHFXUUHQWO\EHLQJUHVHDUFKHGRUSURWRW\SHG
7KHGHWHUPLQDWLRQRIZKLFK WHFKQLTXHV WR LQFOXGH LQ WKHVFRSH LVVWURQJO\ LQIOXHQFHGE\32(7FRQVLGHUDWLRQV
7DEOHSURYLGHVUHSUHVHQWDWLYHH[DPSOHVRIUHDVRQVIRUH[FOXGLQJWHFKQLTXHVIURPFRQVLGHUDWLRQRUUHVWULFWLQJVSHFLILF
WHFKQLTXHVWREHFRQVLGHUHGLQGHYHORSLQJUHFRPPHQGDWLRQV
7DEOH5HSUHVHQWDWLYH5HDVRQVIRU5HVWULFWLQJ&RQVLGHUDWLRQRI&\EHU5HVLOLHQF\7HFKQLTXHV
Technique RepresentativeReasonsforRestrictingConsideration
AdaptiveResponse Liabilityconcerns(e.g.,responsesthatviolateServiceLevelAgreements(SLA),causecollateraldamage)
AnalyticMonitoring Policyconcernsrelatedtocollecting,aggregating,andretainingdata
CoordinatedDefense GovernanceandConceptofOperations(CONOPS)issues(e.g.,overlappingorincompletelydefinedrolesand
responsibilities,noclearresponsibilityfordefiningcybercoursesofaction)
Deception Legal,regulatory,contractual,orpolicyrestrictions;Concernforreputation
Diversity Policyorprogrammaticrestrictions(e.g.,organizationalcommitmenttoaspecificproductorproductsuite);
LifeͲcyclecostofdevelopingoracquiring,operating,andmaintainingmultipledistinctinstances
DynamicPositioning Technicallimitationsduetopolicyorprogrammaticrestrictions(e.g.,organizationalcommitmenttoaspecific
productorproductsuite)
DynamicRepresentation Governanceissues/informationsharingconstraintsinthecontextofSoS
NonͲPersistence TechnicallimitationsthatpreventrefreshfunctionsfrommeetingQualityofServicerequirements
PrivilegeRestriction GovernanceandCONOPSissues(e.g.,operationalimpetustoshareroles)
Realignment Organizationalandculturalimpacts(e.g.,eliminatingfunctionsstaffareusedto,moraleofrelocatingstaff)
Redundancy Costsofmaintainingmultiple,uptodateandsecureinstantiationsofdataandservices
Segmentation CostandscheduleimpactsofreͲarchitecting;costofadditionalrouters,firewalls
SubstantiatedIntegrity Costandscheduleimpacts
Unpredictability Operationalandculturalissues(e.g.,adverseimpactonplannedactivitiesorstaffexpectations)
6WDNHKROGHUV¶QHHGVGULYHZKLFKUHVLOLHQF\WHFKQLTXHVDUHQHHGHG'LIIHUHQWVWDNHKROGHUVKDYHGLIIHUHQWQHHGVDQG
SHUVSHFWLYHV,QWHUYLHZVZLWKWKHYDULRXVVWDNHKROGHUVDUHQHHGHGWRREWDLQDFRPSOHWHYLHZRIWKHLUQHHGV7DEOH
LGHQWLILHVSRVVLEOHVWDNHKROGHUVDQG6XEMHFW0DWWHU([SHUWV60(VZKRPLJKWEHLQWHUYLHZHG
7DEOH3RVVLEOH6WDNHKROGHUVDQG6XEMHFW0DWWHU([SHUWVWR,QWHUYLHZ
Role InformationtoObtain
MissionOwner Missionpriorities–whattasksaremissionͲessential,missionͲcritical,orsupportive;
relativepriorityofnearͲtermvs.longͲtermmissioncapabilities.Informationusually
derivedfrom requirementsandinMissionImpactAnalysisorBusinessImpactAnalysis.
CyberDefender:TacticalorlineͲlevel
management,operationalormidͲlevel
management,andstrategicorenterpriseͲlevel
management
How–andhowwell–thearchitectureenablescyberdefenderstofulfilltheir
responsibilities.(SeeAppendixAofreference2foradetailedmappingofcyber
defenderactivitiestocyberresiliencyobjectivesandsubͲobjectives.)
ProgramManager Relativeprioritiesofcyberresourcesandcyberresiliencygoalsandobjectives,based
onthemissionstheprogramsupports,therelativeprioritiesofnearͲtermvs.longͲ
termcapabilitiesforthosemissions,andthecriticalityofcyberresourcestothose
missions.
IT/ICTProvider(e.g.,DatacenterManager) Relativeimportanceofdifferentcapabilitiesorservices.
Architect/SystemsEngineer Currentandfuturearchitecture.POETconsiderations,particularlytechnical
constraints.
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7DEOHLGHQWLILHVSRVVLEOHVRXUFHGRFXPHQWVIRUDF\EHUUHVLOLHQF\DVVHVVPHQW7KHVRXUFHGRFXPHQWVFRQVXOWHG
GHSHQGRQWKHVFRSHRIWKHDVVHVVPHQWDQGRQWKHOLIHF\FOHVWDJH
7DEOH3RVVLEOH6RXUFH'RFXPHQWV
SourceDocument Relevance
MissionImpactAnalysisorBusinessImpactAnalysis Identifiesmission(orbusinessprocess)concernsandpriorities.Identifies
missionͲessentialandmissionͲcriticalresources.Providesbasisforcontingency
plans.
ContingencyPlans(e.g.,BusinessContinuityPlansor
ContinuityofOperationsPlans)
Describeshowcyberresourcesandoperationalprocessesareusedtoensure
mission/businesscontinuityunderstress.
Architecturedocumentation Describesthearchitecturesofthemission/businesssegment,SoS,common
infrastructure,setofsharedservices,system,and/orcomponents.
StandardOperatingProcedures(SOPs)forsystemor
networkadministration,andforhandlingcomputer
incidents
DescribeshowcyberresourcesareusedtoenforcepoliciesandmeetSLAs.
Describesoperationalprocessesforrespondingtoincidents.
ComputerNetworkDefenseplans,CyberCoursesof
Actions(CCoA)orcyberplaybooks
Describesprocesses,procedures,andcyberresourcesusedinthoseprocessesfor
cyberdefense.
3HUIRUPWKH$VVHVVPHQW
3HUIRUPLQJ WKH DVVHVVPHQW LQYROYHV DVVLJQLQJ TXDOLWDWLYH YDOXHV UDQJLQJ IURP YHU\ ORZ WR YHU\ KLJK ZLWK
VXSSRUWLQJUDWLRQDOH7KLVVHFWLRQSURYLGHVJHQHUDOYDOXHVFDOHVWKDWFDQEHXVHGIRUDOOF\EHUUHVLOLHQF\WHFKQLTXHV
)RUVRPHDVVHVVPHQWVDPRUHGHWDLOHGVHWRIGHILQLWLRQVPD\EHQHHGHG7DEOHVGHILQLQJYDOXHVIRUF\EHUUHVLOLHQF\
WHFKQLTXHVFDQEHFRQVWUXFWHGXVLQJWKHJHQHUDOVWUXFWXUHLQ6HFWLRQEHORZ
'RFXPHQWLQJ WKH UDWLRQDOH IRU WKHDVVLJQPHQWRI DYDOXH LV D FUXFLDOSDUWRI WKHDVVHVVPHQW7KH UDWLRQDOHFDQ
LGHQWLI\ LQKHUHQW DUFKLWHFWXUDO YXOQHUDELOLWLHV WR DWWDFNV E\ DGYDQFHG DGYHUVDULHV JDSV LQ WHFKQRORJLHV 623V RU
&&R$V DQGRU SROLF\ RU JRYHUQDQFH LVVXHV 7KH UDWLRQDOH WKHUHIRUH SURYLGHV WKH IRXQGDWLRQ IRU GHYHORSLQJ
UHFRPPHQGDWLRQV
3.1. Architecture Flexibility or Capability 
)RUDQ\DUFKLWHFWXUHDQDVVHVVPHQWFDQGHWHUPLQHKRZIOH[LEOHRUFDSDEOHWKHDUFKLWHFWXUHLVZLWKUHVSHFWWRWKH
LQFRUSRUDWLRQDQGHIIHFWLYHDSSOLFDWLRQRIDUHVLOLHQF\WHFKQLTXH7DEOHSURYLGHVDVFDOHRIUHODWLYHIOH[LELOLW\DVD
IXQFWLRQRIDUFKLWHFWXUDOWUDLWV
7DEOH'HILQLWLRQVRI/HYHOIRU)OH[LELOLW\
Level Components,Technology,andProcesstoImplementResiliency IntegrationofAdditionalTechnologyor
Componentsastheybecomeavailable
VeryHigh Explicitlyintegratesastrategicset;hasmechanismstoassess
effectiveness
Explicitlyprovidesflexibility
High Explicitlyincludes Someflexibility
Medium Accommodatesorincludes Someflexibility
Low Doesnotpreclude Limitedflexibility
VeryLow Precludes Severelylimited

)RUHDFKRI WKHUHVLOLHQF\WHFKQLTXHV WKHGLIIHUHQFHVEHWZHHQWKHVHOHYHOVDUHGHVFULEHGLQ WHUPVRIWHFKQLTXH
VSHFLILFIDFWRUV7KHVHGLIIHUHQWLDWLQJIDFWRUVDUHLGHQWLILHGDVLQ7DEOH
 
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7DEOH.H\'LIIHUHQWLDWRUV%HWZHHQ/HYHOVIRU&\EHU5HVLOLHQF\7HFKQLTXHV
CyberResiliencyTechnique KeyDifferentiatorsBetweenLevels
AdaptiveResponse:takeactionsin
responsetoindicationsthatanattackis
underwaybasedonattackcharacteristics
Breadth:Howmanydifferentresponsiveactionsdoesthearchitecturesupport?
Depth:Athowmanyarchitecturallayerscanresponsiveactionsbetaken?
Dynamism:Howquicklycanresponseactionsbetaken?
Integration:Howwellareresiliencytechnologiesintegratedintoresponse?
AnalyticMonitoring:gatherandanalyze
dataonanongoing,coordinatedbasis,to
identifypotentialvulnerabilities,adversary
activities,anddamage
Sensorlocations:Athowmanylocationsismonitoringperformed?
Sensorcoordination:Howwellcansensorcoverageandanalysisbecoordinated?
Sensordynamism:Howquicklycansensorsberecalibrated?
Analysistimeliness:Howquicklycananalysisdatabeperformed?
Scope:Whatisthescopeofanalysis?
CoordinatedDefense:manageadaptively
andinacoordinatedwaymultiple,distinct
mechanismstodefendcriticalresources
againstadversaryactivities
Breadth:Howmanydefensivetechniquesareappliedatagivenarchitecturallayer?
Depth:Athowmanyarchitecturallayersisagivendefensivetechniqueapplied?
Internalconsistency/coordination:Howconsistentlyandwithhowmuchcoordinationare
cyberdefenses,andsupportingsecuritycontrolsmanagedinagivenadministrativespanof
control?
Externalconsistency/coordination:Howconsistentlyandwithhowmuchcoordinationare
cyberdefensesmanagedacrossdifferentadministrativespansofcontrol?
Deception:useobfuscationand
misdirection(e.g.,disinformation)to
confuseanadversary
Sophisticationofdissimulation:Howsophisticatedarethemechanisms(e.g.,encryption)?
Sophisticationofsimulation:Howsophisticatedarethemechanisms(e.g.,honeynets)?
Integration:Howwellaredeceptionmechanismsintegratedwithothermechanisms?
Diversity:useaheterogeneoussetof
technologies(e.g.,hardware,software,
firmware,protocols)anddatasourcesto
minimizetheimpactofattacksandforce
adversariestoattackmultipledifferent
typesoftechnologies
Depth:Diversityprovided/supportedathowmanyarchitecturallayers?
Breadth:Athowmanylocationsinthearchitectureisdiversityprovidedorsupported?
Degree:Howmanyinstances/alternativesareaccommodatedwithinthearchitecturallayers?
Dynamism:Howquicklycannewimplementationsbeintegratedintothesystem?
Integration:Howwellisdiversityintegratedwithotherpractices?
DynamicPositioning:usedistributed
processinganddynamicrelocationof
criticalassetsandsensors
Assetpositioning:Howextensivelyisamovingtargetdefensestrategyappliedtocriticalassets?
Sensorpositioning:Howextensivelycansensorsbemoved/reassigned/reconfigured?
Dynamism:Howquicklycandynamicpositioningtakeeffect?
DynamicRepresentation:maintaindynamic
representationsofcomponents,systems,
services,missiondependencies,adversary
activities,andeffectsofcyberactions
Breadth:Howmanyaspectsareincludedinrepresentations?
Timeliness:Howquickly/howoftenarerepresentationsupdated?
NonͲPersistence:retaininformation,
services,andconnectivityforalimitedtime
DepthofnonͲpersistence:AthowmanyarchitecturallayersisnonͲpersistencesupported?
FrequencyofnonͲpersistence:Howfrequentlyisthedata,service,orsystemrefreshed?
PrivilegeRestriction:restrictprivileges
requiredtousecyberresources,and
privilegesassignedtousersandcyber
entities,basedonthetypeanddegreeof
criticalityandtrustrespectively,to
minimizepotentialimpactofadversary
activities
Depthofprivilegerestriction:Athowmanylayersisprivilegerestrictionapplied?
Breadthofprivilegerestriction:Howbroadlyornarrowlyisleastprivilegeapplied?
Criticality:Towhatdegreeiscriticalityanalysislinkedtoleastprivilege?
Coordination/consistency:Howconsistentlyareprivilegesdefinedandassigned?InaSoS,how
wellarepoliciesandpracticescoordinated?
Realignment:aligncyberresourceswith
coreaspectsofmission/businessfunctions,
thusreducingtheattacksurface
Depthofrealignment:Athowmanylayersisrealignmentapplied?
Degreeofanalysis:Howdetailedisanalysis/determinationofcoremissionfunctions?
Formalizationofrealignment:Howformal/structuredare realignmentprocesses?
Redundancy:maintainmultipleprotected
instancesofcriticalresources(information
andservices)
Breadthofredundancy:Howmanyduplicatecopiesofagivenresourceexist?Where?
Depthofredundancy:Athowmanylayersisredundancyprovided?
Validation:Howconsistentandindependentareduplicatecopies?
Integration:Howwellisredundancyintegratedwithothertechniques?
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CyberResiliencyTechnique KeyDifferentiatorsBetweenLevels
Segmentation:separate(logicallyor
physically)componentsbasedonpedigree
and/orcriticality,tolimitthedamagefrom
successfulexploits
Strengthofseparation:Howeffectiveistheseparation?
Depthofsegmentation:Athowmanylayersissegmentationprovided?
Responsivenessofisolation:Howquicklyandeffectivelycansegmentationbeusedtoisolate
cyberresourcesinlightofanattack?
SubstantiatedIntegrity:ascertainthat
criticalservices,informationstores,
informationstreams,andcomponentshave
notbeencorruptedbyanadversary
Depthofintegrity:Athowmanylayersisunpredictabilityapplied?
Strengthofintegritymechanisms:Howstrongoreffectivearethesubstantiatedintegrity
mechanisms(e.g.,preventchangestodata/system,detectchanges,increasesourcesofdatato
reduceprobabilityofchangesthatwillimpactmission)?
Unpredictability:makechangesfrequently
andrandomly
Depthofunpredictability:Athowmanylayersisunpredictabilityapplied?
Intentionalityofunpredictability:Isunpredictabilityplanned,happenstance,oracombination?
3.2. Implementation 
)RUQRWLRQDODUFKLWHFWXUHVWKHDVVHVVPHQWLVEDVHGRQVSHFLILFDWLRQVDQGSODQV5HJDUGOHVVRIKRZGHWDLOHGVXFK
GRFXPHQWV DUH WKH\ VWLOO IRFXV RQ VRPHWKLQJ WKDW LV QRW \HW UHDO ,Q FRQWUDVW ³DVLV´ DUFKLWHFWXUHV DUH UHDOL]HG LQ
RSHUDWLRQDOHQYLURQPHQWVDQGFDQEHDVVHVVHGZLWKUHJDUGVWRWKHFRPPLWPHQWWRXVLQJDUHVLOLHQF\WHFKQLTXHWKH
FRPSUHKHQVLYHQHVVRI WKH LPSOHPHQWDWLRQDQG WKHHIIHFWLYHQHVVRI WKH LPSOHPHQWDWLRQ1RWH WKDW LPSOHPHQWDWLRQ
LQFOXGHVQRWRQO\LQFOXVLRQRIWHFKQLFDOPHFKDQLVPVEXWDOVRKRZWKHSUDFWLFHLVXVHGRSHUDWLRQDOO\7DEOHSURYLGHV
DJHQHUDOGHILQLWLRQRIOHYHOVRILPSOHPHQWDWLRQ
7DEOH/HYHOVRI,PSOHPHQWDWLRQ
Level Commitment Comprehensiveness Effectiveness
VeryHigh InadditiontothecommitmentatHighLevel:
Investment/architecturalevolutionplansincludeexpected
futuremechanisms/capabilities
Allspecifictechnologiesor
approachesavailableareapplied
Effectivenessvalidatedby
penetrationtesting,
exercises,andmetrics
tracking
High InadditiontothecommitmentatMediumLevel:
Resourcesareallocatedtotheuseofthetechnique(lifeͲ
cyclecosts,LevelofEffort(LOE),training)andinvestment/
architecturalevolutionplansincludethetechnique
Mostspecifictechnologiesor
approachesavailableareapplied
Effectivenessvalidatedby
penetrationtestingand
limitedexercises
Medium Policiesandcontractualagreementsaccommodatesome
useofthetechnique
Someusesofthetechniquearerepresentedinoperations
(CONOPS,SOPs,TTPs)
Limitedresourcesareallocatedtotheuseofthetechnique
(lifeͲcyclecosts,LOE,training)
Somespecifictechnologiesor
approachesareapplied
Effectivenessvalidatedby
testing
Low Plansexistformodifyingpoliciesandcontractual
agreementstoaccommodatesomeuseofthetechnique
Somespecifictechnologiesor
approachesareplanned
Effectivenesstobe
validatedbytesting
VeryLow NoplanstoaddressPOETconsiderationstoenableor
facilitateuseofthetechnique
Techniquesorapproachesare
incidentalratherthanplanned
Effectivenessisnot
evaluated
'HYHORS5HFRPPHQGDWLRQV
7KHJRDORIDQDVVHVVPHQWLVWRSURYLGHUHFRPPHQGDWLRQV7KLVVHFWLRQSURYLGHVJHQHUDOUHFRPPHQGDWLRQVWRVHUYH
DVDVWDUWLQJSRLQW,VVXHVWKDWDUFKLWHFWVDQGV\VWHPVHQJLQHHUVVKRXOGWDNHLQWRFRQVLGHUDWLRQZKHQGHYHORSLQJRU
DSSO\LQJUHFRPPHQGDWLRQVDUHDOVRGLVFXVVHG
7DEOHSURYLGHVJHQHUDOUHFRPPHQGDWLRQVRUHQJLQHHULQJSULQFLSOHVIRUDSSO\LQJUHVLOLHQF\WHFKQLTXHV7KHVHFDQ
VHUYH DV D VWDUWLQJ SRLQW :KHQ GLIIHUHQWLDWLQJ IDFWRUV IRU UHVLOLHQF\ WHFKQLTXHV DUH DVVHVVHG PRUH VSHFLILF
UHFRPPHQGDWLRQVFDQEHGHYHORSHG
 
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7DEOH*HQHUDO5HFRPPHQGDWLRQVIRU$SSO\LQJ&\EHU5HVLOLHQF\7HFKQLTXHV
Technique GeneralRecommendations
Adaptive
Response
MaintainanupͲtoͲdateandconsistentcyberplaybook(setofSOPs,CCoAs,andconfigurationguides)ͲExerciseto
validate
Integrateautomateddecisionresponsemechanismscarefully,toavoiddestabilization
Supporthumaninteractionandunderstandableuserinterfaces
Exercisecautioninusingfullyautomateddynamicmechanisms
Analytic
Monitoring
CombinemonitoringandanalysisacrosssubͲsystems(e.g.,IDS,antiͲmalware,CMRS)
Identifyandaddressmonitoringissuesrelatedtotransienceofothercyberresources
AnalyzeandaddresstradeͲoffbetweenencryptionandmonitoring
Coordinated
Defense
Applydefenseindepth,movingawayfroma“hardoutside,softchewycenter”
CoordinateSOPs,particularlyforperformancemanagementandconfigurationmanagement,withmissionthreads
CoordinatethedevelopmentofCCoAswithadministratorSOPs,acrossmultipleadministrativedomains,takinginto
considerationmissionthreads,formissionsthatrelyonresourcescoveredbytheCCoAs
Deception
Workoutpolicy,governance,andCONOPSissuesrelatedtoactivedeceptionpriortodefiningadeceptionarchitecture
Considerthescopeofdeception(e.g.,focusedoninternalsystems,supplychain,DMZ,orexternaldatarepositoriesand
servers)inarchitecturaldecisions
Diversity
Makeeffectiveuseofincidentaldiversity
Incorporate(ratherthantrytoexpunge)diversecomponents,products,andservicesacquiredatdifferenttimesand/or
bydifferentorganizations
AccommodatediversityinendͲuserdevices(particularlyfor“bringyourowndevice”)
Investintargeteddiversityforcriticalassetscarefully
Communications:identifyandmaintainalternativecommunicationspaths
Software:takeadvantageoforganizationͲownedmissionapplications
Information:identifyandmaintainmultiplesourcesofcriticalmissiondata
Hardware:applyAntiͲTamper(AT),SupplyChainRiskManagementanddesigndiversity
Dynamic
Positioning
Useexistingtechnologiestodistributeassetsinwaysthattakeresiliencyintoaccount
Ensureconsistentprotection
Integratewithbackup,isolation,androllback
Dynamic
Representation
Ensureexistenceofandthenbuildonstaticrepresentationsofcomponents,systems,servicesmissiondependenciesand
adversaryactions
Useexistingtoolstomaintainacurrentandrealisticrepresentation:UseContinuousMonitoringandintrusiondetection
toolstorepresentsecurityposture;useperformancemonitoringandfunctionalmappingtoolstorepresentmission
dependencies
Coordinatewithcontingencyplanningactivities,sothatplans,CCoAs,andSOPscansupportnonͲadversarialaswellas
adversarialdisruptions
NonͲPersistence
LeveragevirtualizationtomakeservicesnonͲpersistent
Minimize“immortal”servicesandconnectionsaspartofsystemandnetworkadministratorSOPsͲTerminateunused
portsandprotocols
Privilege
Restriction
Applybestpracticeforleastprivilege,separationofduties,androleͲbasedaccesscontrol
Identifycriticalresourcesandlockdowntheiruse
Realignment Analyzemission/businessprocessestoidentifynonͲessentialresources
PlantoseparateoroffloadnonͲessentialresources
Redundancy
Applygoodpracticestandardsforredundancyinthecontextofcontingencyplanning
Ensurecurrentpatch/configurationstatusofredundantfirmwareandsoftwareresources
Ensureprotectionofallinstancesofcriticalresourcesregardlessoflocation
Segmentation
Defineandseparateenclavesbasedonsensitivity,criticality,andtrust
Employlogicalisolationmechanisms(e.g.,routers,firewalls,controlledinterfaces)toisolateenclavesandsubnets
EnsureisolationofInternetfromintranet
Isolateorganization’scybersecurityoperationscenter(CSOC) fromrestoforganization
Substantiated
Integrity
Applyexistingsoftwareintegrityandnetworkaddressvalidationmechanismseffectively
ApplyATtocriticalhardware,firmware,andsoftwarecomponents
Unpredictability Includeunpredictablechangesthataretransparenttomission/businessprocessusersindayͲtoͲdayoperations
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4.1. Additional Considerations 
$GRSWLRQDQGHIIHFWLYHXVHRIDF\EHUUHVLOLHQF\WHFKQLTXHHQWDLOVDGGUHVVLQJDYDULHW\RIFKDOOHQJHVWKDWFDQEH
IUDPHGLQ32(7WHUPV6HH$SSHQGL[(RI
$QRWKHUFRQVLGHUDWLRQLVWKHPDWXULW\RIWKHUHVLOLHQF\WHFKQLTXH1RWDOOUHVLOLHQFHWHFKQLTXHVDUHDWWKHVDPHOHYHO
RIPDWXULW\DQGXVDJH7HFKQLTXHVVXFKDV3ULYLOHJH5HVWULFWLRQ5HGXQGDQF\6HJPHQWDWLRQDQG$QDO\WLF0RQLWRULQJ
LQFOXGHHOHPHQWVWKDWDUHLQFRPPRQSUDFWLFHWRGD\$WWKHRWKHUH[WUHPHWHFKQLTXHVVXFKDV$GDSWLYH5HVSRQVH
'HFHSWLRQ'LYHUVLW\5HDOLJQPHQWDQG8QSUHGLFWDELOLW\DUHUDUHO\DSSOLHGLQFXUUHQWSUDFWLFH6HH$SSHQGL['DQG
$SSHQGL[)RI
:KHQ D WHFKQRORJ\ VXSSRUWV F\EHU UHVLOLHQF\ LW LV LPSRUWDQW WR FRQVLGHU KRZHIIHFWLYHO\ LW LV XVHG WR SURYLGH
UHVLOLHQF\)RUH[DPSOHYLUWXDOL]DWLRQFDQEHDQHIIHFWLYHPHDQVRIVXSSRUWLQJ1RQ3HUVLVWHQFH'LYHUVLW\$GDSWLYH
5HVSRQVH'\QDPLF3RVLWLRQLQJDQG6HJPHQWDWLRQVWUDWHJLHV7KHXVHRIYLUWXDOL]DWLRQLVJURZLQJEXWWKDWGRHVQRW
PHDQWKDWVLPSO\LQFOXGLQJYLUWXDOL]DWLRQWHFKQRORJ\LQDQDUFKLWHFWXUHPDNHVWKHDUFKLWHFWXUHPRUHUHVLOLHQW0RVW
XVHV RI YLUWXDOL]DWLRQ DUH LQWHQGHG WR LPSURYH SHUIRUPDQFH DQG KDYH OLWWOH RU QR UHOHYDQFH WR UHVLOLHQF\ DJDLQVW
DGYDQFHGF\EHUWKUHDWV
:KLOH WKH WUHQG WRZDUGXVLQJGDWDFHQWHUV WRKRVWPLVVLRQEXVLQHVVDSSOLFDWLRQV LV ODUJHO\GULYHQE\FRVWGDWD
FHQWHUV FDQ SURYLGH LQFUHDVHG UHVLOLHQF\ OHYHUDJLQJ YLUWXDOL]DWLRQ DQG FORXG FRPSXWLQJ LQIUDVWUXFWXUHV &\EHU
UHVLOLHQF\WHFKQLTXHVDSSO\GLIIHUHQWO\WRGLIIHUHQWFODVVHVRIUHVRXUFHVLQGDWDFHQWHUV6HJPHQWDWLRQWHFKQLTXHVWR
FUHDWHVHSDUDWHHQFODYHVIRUGLIIHUHQWFODVVHVRIUHVRXUFHVDUHKLJKO\DSSOLFDEOHWRGDWDFHQWHUFORXGHQYLURQPHQWV,W
LVLPSRUWDQWWRORRNDWWKHLPSOHPHQWDWLRQWRVHHKRZLWVXSSRUWVRUOLPLWVF\EHUUHVLOLHQF\
&RQFOXVLRQ
&\EHUUHVLOLHQF\LVDUHODWLYHO\QHZFRQFHSWDQGHQJLQHHULQJSULQFLSOHVIRUF\EHUUHVLOLHQF\DUHHPHUJLQJ)RU
PRUHLQIRUPDWLRQVHHWKH5HSRUWVRIWKHQGDQGUG$QQXDO6HFXUHDQG5HVLOLHQW&\EHU$UFKLWHFWXUHV:RUNVKRS
7KHUHFRPPHQGDWLRQVGHYHORSHGIURPDQDUFKLWHFWXUDODVVHVVPHQWRIF\EHUUHVLOLHQF\PXVWEHPHDQLQJIXODQGIHDVLEOH
ZLWKLQ WKH FRQVWUDLQWV RI WKH SROLWLFDO RSHUDWLRQDO HFRQRPLF DQG WHFKQLFDO IDFWRUV WKDW DSSO\ 7KH DUFKLWHFWXUDO
UHVLOLHQF\DVVHVVPHQWSURFHVVVXPPDUL]HGLQWKLVZKLWHSDSHUDQGGHVFULEHGLQPRUHGHWDLOLQUHIHUHQFHLVGHVLJQHG
WREHDGDSWDEOHVRWKDWRQO\WKHPRVWUHOHYDQWDVSHFWVRIF\EHUUHVLOLHQF\DUHFRQVLGHUHG7KHSURFHVV±OLNHWKH&\EHU
5HVLOLHQF\ (QJLQHHULQJ )UDPHZRUN ± LV DOVR GHVLJQHG WR EH H[WHQVLEOH WR DFFRPPRGDWH QHZ F\EHU UHVLOLHQF\
WHFKQRORJLHVDQGSULQFLSOHVDVWKH\DUHGHYHORSHGDQGSURYHQ
$SSHQGL[$&\EHU5HVLOLHQF\(QJLQHHULQJ)UDPHZRUN
7KLV DSSHQGL[ SURYLGHV EDFNJURXQG RQ WKH &\EHU 5HVLOLHQF\ (QJLQHHULQJ )UDPHZRUN ZKLFK FDQ EH XVHG WR
VWUXFWXUHDQDO\VLVGXULQJDQDVVHVVPHQW7KHIUDPHZRUNZDVGHULYHGIURPIUDPHZRUNVDQGRQWRORJLHVLQDYDULHW\RI
UHODWHGHQJLQHHULQJGLVFLSOLQHVLQFOXGLQJUHVLOLHQFHHQJLQHHULQJV\VWHPUHVLOLHQFHLQFULWLFDOLQIUDVWUXFWXUHVHFWRUV
QHWZRUN UHVLOLHQFH  VXUYLYDELOLW\  GHSHQGDELOLW\  DQGF\EHUVHFXULW\ 7KH IUDPHZRUNRUJDQL]HV WKHF\EHU
UHVLOLHQF\GRPDLQLQWRDVHWRIJRDOVREMHFWLYHVDQGWHFKQLTXHV*RDOVDUHKLJKOHYHOVWDWHPHQWVRILQWHQGHGRXWFRPHV
2EMHFWLYHVDUHPRUHVSHFLILFVWDWHPHQWVRILQWHQGHGRXWFRPHVH[SUHVVHGVRDVWRIDFLOLWDWHDVVHVVPHQW
&\EHU UHVLOLHQF\ WHFKQLTXHVDUH WHFKQLFDO RSHUDWLRQDO RU JRYHUQDQFH DSSURDFKHV WR DFKLHYLQJ F\EHU UHVLOLHQF\
REMHFWLYHV7KHVHWHFKQLTXHVDUHVHOHFWLYHO\DSSOLHGWRDUFKLWHFWXUHVRUWRWKHGHVLJQRIPLVVLRQEXVLQHVVIXQFWLRQVDQG
WKHF\EHUUHVRXUFHVWKDWVXSSRUWWKHPWRDFKLHYHF\EHUUHVLOLHQF\REMHFWLYHV7DEOHLGHQWLILHVHQDEOLQJWHFKQLTXHV
IRUWKHREMHFWLYHVDQGWRDLGXQGHUVWDQGLQJPRUHVSHFLILFVXEREMHFWLYHV
 
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7DEOH&\EHU5HVLOLHQF\2EMHFWLYHVDQG6XE2EMHFWLYHV(QDEOHGE\7HFKQLTXHV
Objective SubͲObjective Techniques
Understand:maintainuseful
representationsofmission/business
cyberdependencies,andofthestatusof
cyberresourceswithrespecttopossible
adversaryactivities

Understandadversaries AnalyticMonitoring
Deception
Understandmissionorbusinessfunctiondependenciesoncyber
resourcesand
Understandthefunctionaldependenciesamongcyberresources
DynamicRepresentation
Realignment
CoordinatedDefense
PrivilegeRestriction
Understandthestatusofresourceswithrespecttoadversary
activities
AdaptiveResponse
AnalyticMonitoring
DynamicPositioning
DynamicRepresentation
SubstantiatedIntegrity
Prepare:maintainasetofrealisticcyber
coursesofactionthataddresspredicted
oranticipatedcyberattacks
Createandmaintaincybercoursesofaction CoordinatedDefense
Maintainresourcestoaccomplishaboveactions CoordinatedDefense
Validatetherealismofcybercoursesofaction CoordinatedDefense
DynamicRepresentation
Prevent:precludesuccessfulexecution
ofanattackonasetofcyberresources
Hardenresourcesbasedonadversarycapabilities CoordinatedDefense
Deflectadversaryactions Deception
Dissuade/deteradversariesbyincreasingtheadversary’scosts Diversity
PrivilegeRestriction
Segmentation
Unpredictability
Dissuade/deteradversariesbyincreasingtheadversary’srisks AnalyticMonitoring
Deception
Deterattacksbylimitingtheadversary’sbenefits Deception
NonͲPersistence
Continue:maximizethedurationand
viabilityofessentialmission/business
functionsduringanattack
Maintainfunctioning AdaptiveResponse
Diversity
CoordinatedDefense
Ensurethatfunctioningiscorrect SubstantiatedIntegrity
Extendthesurfaceanadversarymustattacktobesuccessful PrivilegeRestriction
NonͲPersistence
Unpredictability
Constrain:limitdamagefroman
adversary’sattacks
Isolateresourcestoprecludeorlimitadversaryaccess Segmentation
Moveresourcestoprecludeadversaryaccess DynamicPositioning
Realignment
Changeorremoveresourcestolimitorprecludeadversaryaccess NonͲPersistence
PrivilegeRestriction
AdaptiveResponse
Reconstitute:redeploycyberresources
toprovidemission/business
functionalityafterasuccessfulattack
Maintaindeployable/redeployableresources Redundancy
Restorefunctionality AdaptiveResponse
CoordinatedDefense
Validatefunctionality SubstantiatedIntegrity
Transform:changebehaviorinresponse
topriororpredictedadversaryattacks
Identifyunnecessarydependencies Realignment
Adaptsystemsandmission/businessprocessestomitigaterisks Realignment
ReͲArchitect:modifyarchitecturesfor
improvedresiliency
AddresspredictedlongͲtermchangesinadversarycapabilities,
intent,and/ortargeting
Supporting
ApplycyberresiliencypracticescostͲeffectively Supporting
Incorporateemergingtechnologies Supporting

&\EHU UHVLOLHQF\ WHFKQLTXHV FDQ EH DSSOLHG DW GLIIHUHQW GRPDLQV OD\HUV LQ D QRWLRQDO OD\HUHG DUFKLWHFWXUH DV
LQGLFDWHGLQ7DEOH(IIHFWLYHDSSOLFDWLRQRIF\EHUUHVLOLHQF\WHFKQLTXHVWRGLIIHUHQWOD\HUVOHYHUDJHVDSSURDFKHVIURP
WKHEURDGHUGLVFLSOLQHVRIIDXOWWROHUDQWFRPSXWLQJQHWZRUNUHVLOLHQFHDQGV\VWHPUHVLOLHQFHXVLQJUHGXQGDQF\IRU
EDFNXSIDLORYHUDQGUHFRYHU\
 
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7DEOH$SSOLFDWLRQ'RPDLQVIRU&\EHU5HVLOLHQF\7HFKQLTXHV
ApplicationDomain/Layerwithexamples RelatedResilienceApproaches
Hardware/firmware(e.g.,FPGA,MPSoC,processors,embeddedfirmware) FaultͲtoleranthardware
Networking/communications(e.g.,Communicationsmedia,networkingprotocols) Networkresilience,especiallyusingredundancy
System/networkcomponent(e.g.,Firewalls,servers,thinͲclients) FaultͲtolerantdesign
Operatingsystem(e.g.,GeneralͲpurposeOS,RealTimeOS) FaultͲtolerantdesign
Cloud,virtualization,and/ormiddlewareinfrastructure(e.g.,VMM,hypervisor,SOA
infrastructure/sharedservices)
FaultͲtolerantdesign;middlewareforpredictable
andloadͲbalancedservice
Mission/businessfunctionapplication/service(e.g.,TailoredDBMS,workflowmanagement
software;specializedmissionapplications)
FaultͲtolerantdesign
Software(e.g.,Softwarerunningonsystem/networkcomponents(includingOS,cloud,
virtualization,middleware,DBMSs,applications,services))
FaultͲtolerantdesign
Informationstreams/feeds(e.g.,RSSfeeds,Twitter,instantmessaging/chat,videofeeds) Networkresilience,especiallyusingredundancy
Systems(e.g.,Integratedsetsoftheforegoing,withinasingleadministrativeormanagement
spanofcontrol.)
Systemresilienceusingredundancyforbackup,
failover,andrestore
SystemsͲofͲsystems(e.g.,setsofsystemsundermultiplespansofcontrol,whichinteroperate
tosupportagivenmissionorsetofmissions.)
Systemresilienceusingredundancyforbackup,
failover,andrestore;networkresilienceusing
redundancyforalternatecommunicationspaths

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